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1. Scope
This document provides the list of legacy commands supported on CLOUD 4000 F for

legacy Mifare compatibility.
2. Legacy Commands

2.11S07816_READ_BINARY

Description

This APDU reads block, which is specified by P1 parameter. The block size read is
based on Type A memory card; for Mifare 1K and 4K cards, the block size is 0x10
(decimal 16) bytes and for Mifare Ultralight, the block size is 0x04 bytes.

Format

ISO7816_READ_BINARY | OXFC 0xBO0 Block No. | RFU 0x00

Parameters

P1 Block No. Indicates the block to be read

Response

Block value

Status Words

90 00 Upon success; refer to list of status words for other conditions

2.21S07816_WRITE_BINARY

Description

This APDU writes data to the selected block specified by P1 parameter. The block size
to write (P3 parameter) is based on Type A memory card; for Mifare 1K and 4K cards,
the block size is 0x10 (decimal 16) bytes and for Mifare Ultralight, the block size is 0x04
bytes.

Format

ISO7816_WRITE_BINARY | OXFC | 0xDO Block No. | RFU | Data Data
length bytes
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Parameters

P1 Block No. Indicates the block to be read

P3 Data length Specifies the data size that follows; usually this should
correspond to the block size of the card being written to

Lc Data bytes Data bytes that shall be written to card

Response

None

Status Words

90 00 Upon success; refer to list of status words for other conditions

2.31S07816_VERIFY

Description

This APDU is the authentication command for Mifare cards. Authentication for Mifare
requires 48 bit (6 bytes) keys. This command writes the authentication key to the Mifare
EEPROM,; the authentication happens during each transaction. Not that Mifare Ultralight
does not support authentication and does not require application to send this command.

Format

ISO7816_VERIFY |OxFC | 0x20 | AUTH KEY | RFU | Key length | Key bytes

Parameters
P1 AUTH_KEY

0x60 Key A for Mifare

0x61 Key B for Mifare
P3 Key length Specifies key length in bytes; has to be 0x06
Lc Key bytes Key bytes — needs to be 48 bits (6 bytes)
Response
None
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Status Words

90 00 Upon success; refer to list of status words for other conditions

3. Status Words

0x90 0x00 No errors, success

Ox67 | 0x00 | Incorrect length

Ox6D | 0x00 | Invalid INS byte

Ox6E | Ox00 | Unsupported CLA byte

Ox6F | 0x00 Unknown command

0x63 0x00 | Authentication error

0x65 0x81 | Command failed

0x65 0x91 Security status not met

(like, attempting to read/write without authentication when
authentication is required)
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